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Introduction CSB Investigation Methodo[ogy Sub-18ms Signal Path

Most plant managers believe the greatest threat to industrial OT is an external zero-day cyberattack. They Operators never wear sensors or wearables. They issue standard commands on their DCS keyboards. EDRAK-CIPHER intercepts raw micro-flight intervals (At) at 2000
are wrong. Hz OS interrupts to compute cognitive strain without keylogging:

Historical Proof: In the BP Texas City ISOM disaster (15 deaths, $2.1B loss), operators were on their 12th STEP 61 STEP 82

consecutive 12-hour shift, facing over 30 cascading alarms simultaneously during tower overfilling. Passive Timings Ingest Online Welford Engine
Captures flight intervals (dt) and hold durations from OS raw input interrupts. 0% text Computes rolling variance and mean in O(1) space complexity in 1.42ms to eliminate

: . . . L keylogging. switch chatter.
According to EEMUA 191 and ISA-18.2 industrial standards, operator decisional reliability drops by over

80% during alarm floods (>10 alarms/10 min). Decisional freeze under acute cognitive saturation transforms

a manageable pressure surge into a multimillion-dollar rupture in petrochemical and desalination plants. STEP 03 STEP 04

Pre-Actuation Tripwire PBFT 3f+1 Consensus
REJECTED: OPTICAL GAZE & CAMERAS If CSI > 0.75 (+2.84 sigma), disarms Modbus FCO5 Coil 0x0001 in < 8.6ms BEFORE the Requires Byzantine multi-operator quorum across 4 control replicas before allowing

Optical sensors degrade under low ambient control-room lighting (<50 lux) and violate Saudi Personal Data PLC triggers the valve. hazardous overrides.
Protection Law (PDPL) Art. 4 regarding biometric surveillance.

KILLED: CLOUD TELEMETRY SAAS
Connecting SCADA to external clouds is a fatal violation of Saudi HCIS SEC-01 to SEC-12. Cloud round-trip latency is

45x too slow.

- . : . . Welford 0(1) Algorithm:
CSI = 0.45 - Z(HoldTime) + 0.35 - H(Pause) + 0.20 K o M) ok e 1t/

DeletionPenalty S_k = S_{k-1} + (x_k - M_{k-1})(x_k - M_K)

The Core Gap: Legacy sensors monitor pipe pressure, tank level, and pump RPM. Nobody monitors the _ , -
Baseline N=30 samples | Cutoff CSI > 0.75 (+2.840, p < 0.0023) | 0(1) in 1.42ms 62 =S k/ (k - 1) [Space: 0(1)]

neuromuscular integrity of the human pressing the button.

RESUltS Hardware Benchmarked Innovation Architectural Innovations

Performance Metric Measured Target Spec [FAIL-SAFE TRIP TELEMETRY] Zero-Sensor Biomechanical Dead-Man Sentinel
Welford Update Latency 1.42 ms < 5.0 ms Turns standard DCS keyboards into SIL-3 safety relays without cameras, wearables, or physical plant rewiring.

Pre-Actuation Tripwire 8.58 ms < 15.0 ms ) . .
Fiat-Shamir Non-Interactive Zero-Knowledge Proof

Test Suite Execution Time 4.71 s (127 Tests) < 10.0 s REACTOR f-101 Proves cognitive fitness (CSI < 0.75) without ever recording or exposing operator biometric timing profiles.

54.2 BAR

Automated Unit Tests 127 / 127 Passing 100%

XV-104 [CLOSED]

Post-Quantum Lattice Cryptography (Ring-LWE)
NIST FIPS 203 compliant encryption over polynomial rings Z_q[x]/(x~N+1) with Silicon PUF hardware micro-jitter binding.

SAFE VENT

RAM Footprint 34.2 MB < 128 MB

Cloud API Dependencies $0.00 (Air-Gapped) $0.00

Deterministic Air-Gap Interdiction Loop

OPERATOR CSI: Direct solid-state relay decoupling via Modbus FCO5 Coil 0x0001 in 8.58ms, compliant with Saudi HCIS SEC-01 to SEC-12.
MODBUS COIL:

TRIP TIME:

VALVE XV-104: CLOSED 0% FLOW

CSB Benchmark Met: Interlocks trip in 8.58 ms, providing a deterministic hardware
boundary that is 45x faster than human panic reflexes.

VERIFIED: 127/127 TEST SUITE PASSING // ZERO BIOMETRIC LOG RETENTION ON LOCAL STORAGE

Conclusion Deterministic Safety Interlock Future Work & References

Operational OT Gap Resolved: Traditional industrial safety instrumented systems (SIS) monitor downstream physical thresholds (pressure, temperature, valve Future Roadmap: Native driver integration for Yokogawa CENTUM VP and Emerson DeltaV DCS consoles; hardware SIL-4 formal safety
states) but treat human operator inputs as inherently trusted. EDRAK-CIPHER demonstrates that cognitive saturation during alarm cascades can be detected loop certification.
deterministically via keyboard flight intervals without cameras or wearable sensors. 1. U.S. Chemical Safety Board (CSB). BP Texas City Disaster Investigation Report No. 2005-04-I-TX.

Sovereignty & Air-Gap Adherence: By executing an online O(1) Welford variance engine locally and disarming Modbus FCO5 coils in under 8.6 milliseconds, the 2. EEMUA 191 & ISA-18.2: Management of Alarm Systems for Process Industries (Alarm Floods).
architecture establishes a deterministic pre-actuation interlock. The system operates air-gapped in strict compliance with Saudi HCIS Directives SEC-01 to SEC-12, 3. ISA/IEC 62443-4-2: Security for Industrial Automation & Control Systems (SIL-3 Interlocks).
requiring zero external cloud dependencies. 4. High Commission for Industrial Security (HCIS). Directives SEC-01 to SEC-12.

5. Welford, B. P. (1962). Calculating Corrected Sums of Squares & Products. Technometrics, 4(3).
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